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Section/Page Term, Condition, or Specificiation Section/Pa

ge

Exception/Deviation Region 4 

AcceptsSocial Sentinel requests the following changes to provisions in the 

General Terms and Conditions:

1.5 / 16 Customer Support. The vendor shall provide timely and accurate 

technical advice and sales support to Region 4 ESC staff, TCPN staff and 

participating agencies. The vendor shall respond to such requests within 

one (1) working day after receipt of the request.

1.5 / 16 Replace with the following (underlined language added):

Customer Support. The vendor shall provide timely and accurate technical advice and sales support to 

Region 4 ESC staff and TCPN staff in connection with procuring clients for vendor. The vendor shall 

make commercially reasonable efforts to respond to such requests within one (1) working day after 

receipt of the request. Vendor's provision of support for participating agencies is addressed in a 

separate agreement between Vendor and each participating agency (the "Social Sentinel Service 

Agreement" or "SSI Agreement"). 

Agree

4.2 Form of Contract. The form of contract for this solicitation shall be the 

Request for Proposal, the awarded proposal(s) and best and final 

offer(s), and properly issued and reviewed purchase orders referencing 

the requirements of the Request for Proposals. If a firm submitting an 

offer requires Region 4 ESC and/or Member to sign an additional 

agreement, a copy of the proposed agreement must be included with the 

proposal.

4.2 Add the following to the end of this provision: 

Vendor requires any entity that will receive the Social Sentinel Service (including any participating 

agencies, members, and Region 4 ESC, if it will receive the service) to sign the SSI Agreement, 

attached hereto (the "SSI Agreement"). Region 4 ESC acknowledges and agrees that each entity that 

wants to use the vendor's service (including participating agencies, Members, and Region 4 ESC) 

must execute an SSI Agreement in a form substantially similar to that attached hereto.

Agree

4.4 / 17 Assignment of Contract. No assignment of contract may be made without 

the prior written approval of Region 4 ESC. Purchase orders and 

payment can only be made to awarded vendor unless otherwise 

approved by Region 4 ESC. Awarded vendor is required to notify Region 

4 ESC when any material change in operations is made that may 

adversely affect members (i.e. bankruptcy, change of ownership, merger, 

etc.).

4.4 / 17 Replace with the following (underlined language is added): 

Assignment of Contract. No assignment of contract may be made without the prior written approval of 

the other party (not to be unreasonably withheld); provided, however, Social Sentinel may assign the 

contract in its entirety in connection wiht a merger, acquisition, corporate reorganization, or sale of all 

or substantially all of its assets, or the assets to which the contract relates. Subject to the foregoing, the 

contract will bind and inure to the benefit of the Parties, their respective successors and permitted 

assigns. Purchase orders and payment can only be made to awarded vendor unless otherwise 

approved by Region 4 ESC. 

Agree

4.6 / 17 Contract Alterations. No alterations to the terms of this contract shall be 

valid or binding unless authorized and signed by a Region 4 ESC staff 

member.

4.6 / 17 Add the underlined language: 

Contract Alterations. No alterations to the terms of this contract shall be valid or binding unless and 

signed by a Region 4 ESC staff member and by an authorized representative of Contractor.

Agree

5.1 / 17 Cancellation for Non-Performance or Contractor Deficiency. Region 4 

ESC may terminate any contract if Members have not used the contract, 

or if purchase volume is determined to be low volume in any 12-month 

period. Region 4 ESC reserves the right to cancel the whole or any part 

of this contract

due to failure by contractor to carry out any obligation, term or condition of 

the contract. Region 4 ESC may issue a written deficiency notice to 

contractor for acting or failing to act in any of the following:

i. Providing material that does not meet the specifications of the contract;

ii. Providing work and/or material that was not awarded under the 

contract;

iii. Failing to adequately perform the services set forth in the scope of 

work and specifications;

iv. Failing to complete required work or furnish required materials within a 

reasonable amount of

time;

v. Failing to make progress in performance of the contract and/or giving 

Region 4 ESC reason to believe that contractor will not or cannot perform 

the requirements of the contract; and/or

vi. Performing work or providing services under the contract prior to 

receiving an authorized purchase order from Region 4 ESC or 

participating member prior to such workUpon receipt of a written 

deficiency notice, contractor shall have ten (10) days to provide a 

satisfactory response to Region 4 ESC. Failure to adequately address all 

issues of concern may result in contract cancellation. Upon cancellation 

under this paragraph, all goods, materials, work, documents, data and 

reports prepared by contractor under the contract shall become the 

property of the Member on demand.

5.1 / 17 Replace with the following (underlined language is added): 

Cancellation for Non-Performance or Contractor Deficiency. Region 4 ESC may terminate any

contract if Members have not used the contract, or if purchase volume is determined to be low volume 

(based on objective critera agreed upon in writing by both Region 4 ESC and Contractor) in any 12-

month period. Region 4 ESC reserves the right to cancel the whole or any part of this contract due to 

failure by contractor to carry out any material obligation, term or condition of the contract. Region 4 

ESC may issue a written deficiency notice to contractor for acting or failing to act in any of the 

following:

i. Providing material that does not materially meet the specifications of the contract;

ii. Providing work and/or material that was not awarded under the contract;

iii. Failing to materially perform the services set forth in the scope of work and specifications;

iv. Failing to complete required work or furnish required materials within a reasonable amount of

time;

v. Failing to make progress in performance of the contract and/or giving Region 4 ESC reason

to believe that contractor will not or cannot perform the requirements of the contract; and/or

vi. Performing work or providing services under the contract prior to receiving an authorized

purchase order from Region 4 ESC or participating member prior to such work.

Upon receipt of a written deficiency notice, contractor shall have thirty (30) days to provide a 

satisfactory

response to Region 4 ESC. Failure to adequately address all material issues of concern may result in 

contract cancellation. Upon cancellation under this paragraph, all goods, materials, work, documents, 

data and reports prepared by contractor under the contract shall become the property of the Member 

on demand, subject to the provisions of the Social Sentinel Service Agreement between the Member 

and vendor.

Agree

5.2 / 18 Termination for Cause. If, for any reason, the Vendor fails to fulfill its 

obligation in a timely manner, or if the vendor violates any of the 

covenants, agreements, or stipulations of this contract Region 4 ESC 

reserves the right to terminate the contract immediately and pursue all 

other applicable remedies afforded by law. Such termination shall be 

effective by delivery of notice, to the vendor, specifying the effective date 

of termination. In such event, all documents, data, studies, surveys, 

drawings, maps, models and reports prepared by vendor for this 

solicitation may become the property of the participating agency or entity. 

If such event does occur, then vendor will be entitled to receive just and 

equitable compensation for the satisfactory work completed on such 

documents.

5.2 / 18 Replace with the folllowing (underlined language is added):

Termination for Cause. If, for any reason, the Vendor fails to fulfill its material obligation in a timely 

manner, or if the vendor violates any of the material covenants, agreements, or stipulations of this 

contract Region 4 ESC reserves the right to terminate the contract and pursue all other applicable 

remedies afforded by law. Such termination shall be effective by delivery of notice to the vendor. Upon 

receipt of a written deficiency notice, vendor shall have thirty (30) days to provide a satisfactory 

response to Region 4 ESC. Failure to adequately address all material issues of concern may result in 

contract cancellation. If the issue is one that is incapable of cure, the termination is effective 

immediately upon vendor's receipt of notice. 

Upon termination under this paragraph, all documents, data, studies, surveys, drawings, maps, models 

and reports prepared by vendor for this solicitation may become the property of the participating 

agency or entity, subject to the provisions of the Social Sentinel Service Agreement between the 

participating agency or entity and vendor. If such event does occur, then vendor will be entitled to 

receive just and equitable compensation for the satisfactory work completed on such documents.

Agree

5.3 / 18 Delivery/Service Failures. Failure to deliver goods or services within the 

time specified, or within a reasonable time period as interpreted by the 

purchasing agent or failure to make replacements or corrections of 

rejected articles/services when so requested shall constitute grounds for 

the contract to

be terminated. In the event that the participating agency or entity must 

purchase in an open market, contractor agrees to reimburse the 

participating agency or entity, within a reasonable time period, for all 

expenses incurred.

5.3 / 18 Replace with the following (underlined language is added):

Delivery/Service Failures. Subject to the terms and conditions of the Social Sentinel Service 

Agreement between the applicable entity and vendor, failure to deliver goods or services within the 

time specified, or within a

reasonable time period as interpreted by the purchasing agent or failure to make replacements or

corrections of rejected articles/services when so requested shall constitute grounds for the contract to

 be terminated. Any reimbursement is subject to the Social Sentinel Service Agreement.

Agree

Region 4 ESC RFP 

Social Sentinel, Inc.'s Exceptions/Deviations to General Terms and Conditions (August 2018)



5.4 / 18 Force Majeure.

The term Force Majeure as employed herein, shall mean acts of God, 

strikes, lockouts, or other industrial disturbances, act of public enemy, 

orders of any kind of government of the United States or the State of 

Texas or any civil or military authority; insurrections; riots; epidemics; 

landslides; lighting; earthquake; fires; hurricanes; storms; floods; 

washouts; droughts; arrests; restraint of government and people; civil 

disturbances; explosions, breakage or accidents to machinery, pipelines 

or canals, or other causes not reasonably within the control of the party 

claiming such inability. It is understood and agreed that the settlement of 

strikes and lockouts shall be entirely within the discretion of the party 

having the difficulty, and that the above requirement that any Force 

Majeure shall be remedied with all reasonable dispatch shall not require 

the settlement of strikes and lockouts by acceding to the demands of the 

opposing party or parties when such settlement is unfavorable in the 

judgment of the party having the difficulty.

5.4 / 18 Add the underlined language:

The term Force Majeure as employed herein, shall mean acts of God, strikes, lockouts, or other 

industrial disturbances, act of public enemy, orders of any kind of government of the United States or 

the State of Texas or any civil or military authority; insurrections; riots; epidemics; landslides; lighting; 

earthquake; fires; hurricanes; storms; floods; washouts; droughts; arrests; restraint of government and 

people; civil disturbances; explosions, breakage or accidents to machinery, pipelines or canals, failure 

of the internet or other hosted service disruptions involving  ardware, software or power systems not 

within such party's reasonable control, denial of hosted service attacks, or other causes not reasonably 

within the control of the party claiming such inability. It is understood and agreed that the settlement of 

strikes and lockouts shall be entirely within the discretion of the party having the difficulty, and that the 

above requirement that any Force Majeure shall be remedied with all reasonable dispatch shall not 

require the settlement of strikes and lockouts by acceding to the demands of the opposing party or 

parties when such settlement is unfavorable in the judgment of the party having the difficulty.

Agree

5.5 / 18 Standard Cancellation. Region 4 ESC may cancel this contract in whole 

or in part by providing written notice. The cancellation will take effect 30 

business days after the other party receives the notice of cancellation. 

After the 30th business day all work will cease following completion of 

final purchase

order. Vendor may be requested to provide additional items not already 

on contract at any time.

5.5 / 18 Add the underlined language:

Either party may cancel this contract in whole or in part by providing written notice. The cancellation will 

take effect 30 business days after the other party receives the notice of cancellation. After the 30th 

business day all work will cease following completion of final purchase order. Vendor may be 

requested to provide additional items not already on contract at any time. Cancellation of this contract 

shall not effect the continuation of any agreements between Vendor and any participating agencies, 

entities, or members.

Agree to 90 

business days

8.1 / 17 Payments: The entity using the contract will make payments directly to the 

awarded vendor. Payment shall be made after satisfactory performance, 

in accordance with all provisions thereof, and upon receipt of a properly 

completed invoice.

8.1 / 17 Replace with the following:

The entity using the contract will make payments directly to the awarded vendor. Payment shall be 

made upon the earlier of delivery of the service or activation date, with payment due within thirty (30) 

days of receipt of the invoice. 

Agree

8.3 / 19 Tax Exempt Status: Since this is a national contract, knowing the tax laws 

in each state is the sole responsibility of the vendor.

8.3 / 19 Replace with the following:

Unless otherwise stated in the Social Sentinel Service Agreement with a participating entity, Social 

Sentinel’s fees and pricing do not include any taxes, levies, duties or similar governmental 

assessments of any nature, including but not limited to value-added, sales, use or withholding taxes, 

assessable by any local, state, provincial, federal or foreign jurisdiction (collectively, “Taxes”). Client 

(participating entity) is responsible for paying all Taxes (if any, depending on Client's tax exempt 

status) associated with Client’s use of the Service and licenses under this Agreement. 

Agree

8.4 / 19 Reporting: The awarded vendor shall provide TCPN with an electronic 

accounting report, in a format prescribed by TCPN, on a monthly basis 

summarizing all contract Sales for the applicable month.

Reports of Contract Sales for Region 4 ESC and member agencies in 

each calendar month shall be provided by awarded vendor to TCPN by 

the 10th day of the following month. If there are no sales to report, Vendor 

is still required to communicate that information via email.

Failure to provide a monthly report of the administrative fees within the 

time and manner specified herein shall constitute a material breach of this 

contract and if not cured within thirty (30) days of written to Awarded 

Vendor shall be deemed a cause for termination of the contract at Region 

4 ESC’s sole discretion.

8.4 / 19 Replace with the following (underlined language changed):

Reporting: The awarded vendor shall provide TCPN with an electronic accounting report, in a format 

prescribed by TCPN, on a quarterly basis summarizing all contract Sales for the applicable quarter.

Reports of Contract Sales for Region 4 ESC and member agencies in each calendar quarter shall be 

provided by awarded vendor to TCPN by the 15th day of the month following the quarter. If there are 

no sales to report, Vendor is still required to communicate that information via email.

Failure to provide a quarterly report of the administrative fees within the time and manner specified 

herein shall constitute a material breach of this contract and if not cured within thirty (30) days of 

written to Awarded Vendor shall be deemed a cause for termination of the contract at Region 4 ESC’s 

sole discretion.

Supplier agrees 

to report 

monthly 

9.1.1 / 20 Fee Information. 9.1.1 / 20 Add the following: 

The Total Fees for a Client are calculated by adding the Annual Service Fees, the Annual Data 

Usage Fees, and the Administrative Fees. The following definitions apply:

 i.        Annual Service Fees means the fees for Social Sentinel’s provision of the Service to 

Client

ii.        Annual Data Usage Fees means Social Sentinel’s good faith effort to estimate on an 

annual basis variable fees that can be known for certain only at a future date. The Parties agree 

to review the Data Usage Fees on an annual basis, and Social Sentinel reserves the right to 

adjust for overages in the next Annual Period based on increased data ingestion fees imposed 

on Social Sentinel by social media services and other third party data providers (as provided in 

the Social Sentinel Service Agreement with Clients).

iii.        Except as otherwise provided herein, (a) the Service Fees are based on the Service 

purchased and not actual usage, and (b) payment obligations are non-cancelable and fees paid 

are non-refundable. 

iv.        The Administrative Fee is 3% of the Service Fee.

Admin Fees are 

included in 

service fees 

and will not be 

itemized

9.2 / 20 Price increase: Should it become necessary or proper during the term of 

this contract to make any change in design or any alterations that will 

increase expense Region 4 ESC must be notified immediately. Price 

increases must be approved by Region 4 ESC and no payment for 

additional materials or services, beyond the amount stipulated in the 

contract, shall be paid without prior approval. All price increases must be 

supported by manufacture documentation, or a formal cost justification 

letter.

9.2 / 20 Replace with the following (underlined language added):

Price increase: Possible increases in Data Usage Fees are addressed in Section 9.1.1. 

For all other contexts, should it become necessary or proper during the term of this contract to make 

any change in design or any alterations that will increase expense Region 4 ESC must be notified 

immediately. Price increases must be approved by Region 4 ESC and no payment for additional 

materials or services, beyond the amount stipulated in the contract, shall be paid without prior 

approval. All price increases must be supported by manufacture documentation, or a formal cost 

justification letter.

Agree

9.6 / 20 Administrative Fees: All pricing submitted to Region 4 ESC shall include 

the administrative fee to be remitted to TCPN by the awarded vendor.

The awarded vendor agrees to pay administrative fees monthly to TCPN 

in the amount of 3% of the total purchase amount paid to awarded 

vendor, less refunds, credits on returns, rebates and discounts, for the 

sale of products and/or services to Region 4 ESC and member agencies 

pursuant to the contract (as amended from time to time and including any 

renewal thereof) ("Contract Sales").

Administrative fee payments are to accompany the contract monthly 

sales report by the 10th day of the following month, in the amount 

indicated on the report as being due. Administrative fee payments are to 

be paid by the awarded vendor via Automated Clearing House to a TCPN 

designated financial institution.

Failure to provide a monthly payment of the administrative fees within the 

time and manner specified herein shall constitute a material breach of the 

contract and if not cured within thirty (30) day of written notice to awarded 

vendor shall be deemed a cause for termination of the contract, at 

Region 4 ESC’s sole discretion.

All administrative fees not paid when due shall bear interest at a rate 

equal to the lesser of 1 ½% per month or the maximum rate permitted by 

law until paid in full.

9.6 / 20 Replace with the following (underlined language added or changed):

"Administrative Fees: All pricing submitted to Region 4 ESC shall include the administrative fee to be 

remitted to TCPN by the awarded vendor.

The awarded vendor agrees to pay administrative fees quarterly to TCPN in the amount of 3% of the 

total service fees paid to awarded vendor, less refunds, credits on returns, rebates and discounts, for 

the sale of products and/or services to Region 4 ESC and member agencies pursuant to the contract 

(as amended from time to time and including any renewal thereof) (""Contract Sales"").

Administrative fee payments are to accompany the contract quarterly sales report by the 15th day of 

the month following the quarter, in the amount indicated on the report as being due. Administrative fee 

payments are to be paid by the awarded vendor via Automated Clearing House to a TCPN designated 

financial institution.

Failure to provide a monthly payment of the administrative fees within the time and manner specified 

herein shall constitute a material breach of the contract and if not cured within thirty (30) day of written 

notice to awarded vendor shall be deemed a cause for termination of the contract, at Region 4 ESC’s 

sole discretion.

All administrative fees not paid when due shall bear interest at a rate equal to the lesser of 1 ½% per 

month or the maximum rate permitted by law until paid in full.

If the Client fails to pay contractor within 120 days, then TCPN will refund the Administrative Fees 

related to such Client within 30 days of contractor's notice to TCPN of Client's failure to pay.

Refer to 8.4



11.6 / 21 Warranty conditions. All supplies, equipment and services shall include 

manufacturer's minimum

standard warranty and one (1) year labor warranty unless otherwise 

agreed to in writing.

11.6 / 21 Replace with the following: 

(1) Social Sentinel warrants that: (a) the Service will perform materially in accordance with the 

applicable Documentation (as defined in the SSI Agreement); and (b) Social Sentinel will not materially 

decrease the functionality of the Service during the Term. For any breach of an above warranty, Social 

Sentinel will use commercially reasonable efforts to cause the Service to function in accordance with 

the Documentation or otherwise remedy the decrease in functionality, as applicable. If Social Sentinel 

notifies Client (as defiend in the SSI Agreement) that it is unable to remedy the issue, Client’s exclusive 

remedy (and Social Sentinel’s sole responsibility) will be termination and refund of pro-rata fees.

(2) Social Sentinel warrants that to the best of its knowledge it owns, or is licensed to use, all 

intellectual property necessary for the conduct of its business pursuant to the terms and conditions of 

this Agreement.

(3) Disclaimers:

(a) The Service provides Social Media Data that is made available to Social Sentinel by one or more 

social media services or third-party data providers. Social Sentinel makes no representations or 

warranties as to the sufficiency, completeness, timeliness, authorization for access to, or accuracy of 

Social Media Data.

(b) Client is solely responsible for reviewing Alerts provided by the Service and for determining any 

actions Client will, or will not, take in response to such Alerts. Social Sentinel does not assume, and 

hereby disclaims, any responsibility for identifying any actionable Alert. Client acknowledges and 

understands that Alerts provided through the Service may include Alerts that Client does not find 

responsive or may omit social media posts. Social Sentinel does not warrant that the information 

contained in the Alerts is comprehensive, complete or accurate, and Social Sentinel does not assume, 

and hereby disclaims, any liability to any person or entity for any loss or damage caused by the 

contents or omissions in any Alerts provided through the Service, whether such contents or omissions 

result from negligence, accident, or otherwise.

(c) EXCEPT AS EXPRESSLY PROVIDED IN THIS SECTION, ABOVE, THE SERVICE IS PROVIDED 

Awarded 

vendor must 

honor previous 

prices for thirty 

(30) days after 

approval and 

written 

notification 

from Region 4 

ESC if 

requested.

13.3 / 23 Indemnity. The awarded vendor shall protect, indemnify, and hold 

harmless both Region 4 ESC and TCPN and its participants, 

administrators, employees and agents against all claims, damages, 

losses and expenses arising out of or resulting from the actions of the 

vendor, vendor employees or vendor subcontractors in the preparation of 

the solicitation and the later execution of the contract, including any 

supplemental agreements with members. Any litigation involving either 

Region 4 ESC or TCPN, its administrators and employees and agents will 

be in Harris County, Texas. Any litigation involving TCPN members shall 

be in the jurisdiction of the participating agency

13.3 / 23 Replace with the following:

The awarded vendor shall protect, indemnify, and hold harmless both Region 4 ESC and TCPN and its 

participants, administrators, employees and agents against all claims, damages, losses and expenses 

arising out of or resulting from the grossly negligent or willful misconduct of the vendor, vendor 

employees or vendor subcontractors in the preparation of the solicitation and the later execution of the 

contract, including any supplemental agreements with members. Any litigation involving either Region 

4 ESC or TCPN, its administrators and employees and agents will be in Harris County, Texas. Any 

litigation involving TCPN members shall be in the jurisdiction of the participating agency. 

The party seeking indemnification shall: (i) notify the indemnifying party in writing of any Claim as soon 

as practicable upon knowledge of same; (ii) give the indemnifying party the opportunity, and full and 

exclusive authority, to defend, settle or participate in the defense or settlement of the Claim; and (iii) 

provide the indemnifying party all reasonable requested assistance (at the indemnifying party’s 

expense); provided, however, that (a) no failure to notify the indemnifying party shall relieve it of its 

indemnification obligations hereunder except to the extent the indemnifying party can demonstrate 

detriment attributable to such failure, and (b) the indemnifying party shall not settle any Claim in a way 

that imposes any obligation or liability on the indemnified party without the indemnified party’s prior 

written consent (which consent will not be unreasonably withheld).

This provision is subject to the limitation of liability provision.

Agree

13.5 / 23 Marketing. Awarded vendor agrees to allow Region 4 ESC/TCPN to use 

their name and logo within

website, marketing materials and advertisement. Any use of TCPN name 

and logo or any form of

publicity, inclusive of press releases, regarding this contract by awarded 

vendor must have prior

approval from TCPN.

13.5 / 23 Replace with the following: 

Awarded vendor agrees to allow Region 4 ESC/TCPN to use their name and logo within

website, marketing materials and advertisement, as provided herein. Any use of TCPN name and logo 

or any form of publicity, inclusive of press releases, regarding this contract by awarded vendor must 

have prior approval from TCPN.

a.        License to Organization. 

i.        Trademarks. Social Sentinel hereby grants to Region 4 ESC/TCPN a worldwide, nonexclusive, 

nontransferable (except as otherwise provided herein), non-sublicensable, royalty-free license to use 

its trademarks (the “SSI Marks”) solely in connection with Region 4 ESC/TCPN's rights, duties and 

obligations under this Agreement.

ii.        Promotional Materials. Social Sentinel hereby grants Region 4 ESC/TCPN permission to use 

certain Social Sentinel sales or marketing materials (the “Promotional Materials”) in connection with 

providing information to members, participating agencies and entities pursuant to this Agreement.

b.        Use. Any use of the SSI Marks shall be in accordance with the Social Sentinel's reasonable 

trademark usage policies, with proper markings and legends. Social Sentinel may withdraw any 

approval of any use of its Marks at any time in its sole discretion.

c.        Standards. During the period of use, Region 4 ESC/TCPN shall reasonably cooperate with 

Social Sentinel in facilitating Social Sentinel’s monitoring and control of the nature and quality of 

products and services bearing Social Sentinel’s Marks, and shall supply Social Sentinel with 

specimens of the licensed party’s use of the granting party’s Marks upon request. If the granting party 

notifies the licensed party that the licensed party’s use of the granting party’s Marks is not in 

compliance with the granting party’s trademark policies or is otherwise deficient, then the licensed 

party shall promptly comply with such policies or otherwise as directed by the granting party. Neither 

party shall make any express or implied statement or suggestion, or use the other party’s Marks in any 

manner, that dilutes, tarnishes, degrades, disparages or otherwise reflects adversely on the other party 

or its business, products or services.

d.        Mark Ownership. Each party acknowledges that the other party’s Marks are and shall remain 

Agree

Section Section Requested Additional Provision

Article 14 Article 14

14.1 14.1 Promotional Materials and Assistance. Social Sentinel will provide TCPN and Region 4 with certain 

Promotional Materials (as defined herein) for use pursuant to this Agreement and collaborate with 

TCPN and Region 4 regarding marketing and communication efforts to Region 4 memberss and other 

interested parties.

Agree

Social Sentinel requests the following additions to the General Terms and Conditions:



14.3 14.3 Limitation of Liability. 

a.        TO THE EXTENT ALLOWED BY LAW, IN NO EVENT SHALL THE TOTAL, CUMULATIVE 

LIABILITY OF EITHER PARTY UNDER THIS AGREEMENT EXCEED THE TOTAL AMOUNTS PAID 

BY REGION 4 ESC/TCPN IN THE LAST TWELVE (12) MONTHS PRECEDING THE FIRST INCIDENT 

OUT OF WHICH THE LIABILITY AROSE, PROVIDED THAT, REGARDLESS OF ANY STATUTE OR 

LAW, NO CLAIM OR CAUSE OF ACTION, REGARDLESS OF FORM, ARISING OUT OF OR IN 

CONNECTION WITH THIS AGREEMENT MAY BE BROUGHT BY ORGANIZATION MORE THAN 

TWELVE (12) MONTHS AFTER THE FACTS GIVING RISE TO THE CAUSE OF ACTION HAVE 

OCCURRED, REGARDLESS OF WHETHER THOSE FACTS BY THAT TIME ARE KNOWN TO, OR 

REASONABLY OUGHT TO HAVE BEEN DISCOVERED BY ORGANIZATION. THIS LIMITATION 

WILL APPLY, REGARDLESS OF WHETHER ANY REMEDY SET FORTH HEREIN FAILS OF ITS 

ESSENTIAL PURPOSE, AND REGARDLESS OF THE THEORY OF LIABILITY IN WHICH SUCH 

CLAIM OF DAMAGE IS BASED, BE IT IN CONTRACT, TORT, NEGLIGENCE, STRICT LIABILITY, 

CONTRIBUTION, INDEMNITY, OR ANY OTHER LEGAL THEORY.

b.        IN NO EVENT WILL EITHER PARTY BE LIABLE TO THE OTHER PARTY FOR ANY LIABILITY 

ARISING OUT OF OR RELATED TO THIS AGREEMENT FOR ANY LOST PROFITS, REVENUES, 

GOODWILL, OR CONSEQUENTIAL, INCIDENTAL, SPECIAL, EXEMPLARY, PUNITIVE, INDIRECT, 

COVER, BUSINESS INTERRUPTION, OR SIMILAR DAMAGES, REGARDLESS OF THE THEORY 

OF LIABILITY, EVEN IF A PARTY HAS BEEN ADVISED OF OR IS AWARE OF THE LIKELIHOOD OF 

SUCH DAMAGES OR, IF A PARTY’S OTHERWISE FAILS OF ITS ESSENTIAL PURPOSE.

Agree

14.4 14.4 Confidentiality. Neither party shall use or disclose any Confidential Information of the other party for 

any purpose outside the scope of this Agreement, except with the other party’s prior written consent or 

as required by law. Each party shall protect the other party’s Confidential Information in a manner 

similar to its own Confidential Information of a like nature (but in no event using less than reasonable 

care). In the event of an actual or threatened breach of a party’s confidentiality obligations, the non-

breaching party shall have the right, in addition to any other remedies available to it, to seek injunctive 

relief, it being specifically acknowledged by the breaching party that other remedies may be 

inadequate.  

Agree





Appendix E:  

QUESTIONNAIRE 

Please provide responses to the following questions that address your company’s operations, 
organization, structure and processes for providing products and services. 

1. States Covered
Offeror must indicate any and all states where products and services can be offered.

 50 States & District of Columbia (Selecting this box is equal to checking all boxes below) 

 Territories & Outlying Areas (Selecting this box is equal to checking all boxes below) 

2. Diversity Programs

• Do you currently have a diversity program or any diversity partners that you do business
with?          Yes   No

• If the answer is yes, do you plan to offer your program or partnership through TCPN?
Yes  No 

 (If the answer is yes, attach a statement detailing the structure of your program, along with a list of 
your diversity alliances and a copy of their certifications.) 

Alabama    Montana 

Alaska Nebraska 

Arizona Nevada 

Arkansas New Hampshire 

California New Jersey 

Colorado New Mexico 

Connecticut New York 

Delaware 
District of Columbia  

North Carolina 
North Dakota 

Florida Ohio 

Georgia Oklahoma 

Hawaii Oregon 

Idaho Pennsylvania 

Illinois Rhode Island 

Indiana South Carolina 

Iowa South Dakota 

Kansas Tennessee 

Kentucky Texas 

Louisiana Utah 

Maine Vermont 

Maryland Virginia 

Massachusetts Washington 

Michigan West Virginia 

Minnesota Wisconsin 
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Midway Islands 
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• Will the products accessible through your diversity program or partnership be
offered to TCPN members at the same pricing offered by your company?

 Yes   No 

(If answer is no, attach a statement detailing how pricing for participants would be calculated.) 

3. Minority and Women Business Enterprise (M/WBE) and (HUB) Participation

It is the policy of some entities participating in TCPN to involve minority and women
business   enterprises (M/WBE), small and/or disadvantaged business enterprises, disabled
veteran business enterprises, historically underutilized businesses (HUB) and other diversity
recognized businesses in the purchase of goods and services. Offerors shall indicate below whether
or not they hold certification in any of the classified areas and include proof of such certification with
their response.

a. Minority Women Business Enterprise
  Offeror certifies that this firm is an M/WBE Yes  No 

 List certifying agency:   _______________________________________________ 

b. Small Business Enterprise (SBE) or Disadvantaged Business Enterprise (DBE)

Offeror certifies that this firm is a SBE or DBE                                Yes   No

List certifying agency:   _______________________________________________

c. Disabled Veterans Business Enterprise (DVBE)
 Offeror certifies that this firm is a DVBE Yes  No 

 List certifying agency: __________________________________________________ 

d. Historically Underutilized Businesses (HUB)
  Offeror certifies that this firm is a HUB Yes  No 

List certifying agency:   _______________________________________________ 

e. Historically Underutilized Business Zone Enterprise (HUB Zone)
 Offeror certifies that this firm is a HUB Zone Yes No 

List certifying agency:   _______________________________________________ 

f. Other
Offeror certifies that this firm is a recognized diversity Yes  No 
certificate holder     

List certifying agency: _______________________________________________

4. Residency

Responding Company’s principal place of business is in the city of ___________,State of ___.
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Burlington VT



5. Felony Conviction Notice

Please check applicable box:

 A publicly held corporation; therefore, this reporting requirement is not applicable. 

 Is not owned or operated by anyone who has been convicted of a felony. 

 Is owned or operated by the following individual(s) who has/have been convicted of a 
felony. 

*If the third (3rd) box is checked, a detailed explanation of the names and convictions must be
attached.

6. Processing Information

Company contact for:

Contract Management 

Contact Person: __________________________________________ 

Title: ___________________________________________________ 

Company: _______________________________________________ 

Address: ________________________________________________ 

City: ___________________ State: _____________ Zip:     

Phone:     Fax: 

Email: 

Billing & Reporting/Accounts Payable 

Contact Person: __________________________________________ 

Title: ___________________________________________________ 

Company: _______________________________________________ 

Address: ________________________________________________ 

City: ___________________ State: _____________ Zip:  

Phone:     Fax: 

Email: 

Marketing 

Contact Person: __________________________________________ 

Title: ___________________________________________________ 

Company: _______________________________________________ 

Address: ________________________________________________ 

City: ___________________ State: _____________ Zip:  

Phone:      Fax: 

Email: 
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Matt Byrne

Social Sentinel, Inc.

128 Lakeside Ave, Suite 302
Burlington VT 05401

mbyrne@socialsentinel.com

Greg Blunt

Social Sentinel, Inc.
128 Lakeside Ave, Suite 302

Burlington VT 05401

gblunt@socialsentinel.com

Matt Martin

Social Sentinel

128 Lakeside Ave, Suite 302
Burlington VT 05401

mmartin@socialsentinel.com

Director of Marketing

Staff Accountant/Office Manager

802-861-1404800-628-0158

802-861-1404800-628-0158

Director of Sales Operations

802-861-1411 802-861-1404

*

*Social Sentinel, Inc. is a corporation with stockholders. This representation is limited
to stockholders who are employees.



7. Distribution Channel:  Which best describes your company’s position in the distribution channel:

 Manufacturer direct  Certified education/government reseller 

 Authorized distributor  Manufacturer marketing through reseller 

 Value-added reseller  Other __________________________ 

8. Pricing Information

• In addition to the current typical unit pricing furnished herein, the Vendor agrees to offer all
future product introductions at prices that are proportionate to Contract Pricing.

Yes  No 

• No 

• Additional discounts for purchase of a guaranteed quantity? Yes  No 

9. Cooperatives

List any other cooperative or state contracts currently held or in the process of securing:

Cooperative/State Agency Discount 
Offered 

Expires Annual Sales 
Volume 
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(If answer is no, attach a statement detailing how pricing for participants would be calculated.) 

Pricing submitted includes the required administrative fee?   Yes    
(Fee calculated based on invoice price to customer)

For this information, please see Social Sentinel's response

X

to Question 9 in the Company Profile, Tab 2.



Tab 3 – Company Profile (Appendix F, excluding References) 
 

1. Company’s official registered name. 

Social Sentinel, Inc. 

2. Brief history of your company, including the year it was established. 

Originally founded in 2011 under the name Campus Sentinel, the company was focused primarily on 
supporting safety officials with the provision of a safety app for higher education. In 2013, the company 
realigned the business and its service to provide alerts to threats shared publicly on social media, 
renaming the company Social Sentinel, Inc.  We released our threat alert service offering out of Beta in 
January 2015. Today, the service searches approximately 1 billion posts per day from public social media 
sources. 

3. Company’s Dun & Bradstreet (D&B) number. 

079810536 

4. Corporate office location. 

128 Lakeside Ave, Suite 302, Burlington, Vermont 05401. 

5. List the total number of sales persons employed by your organization within the United States, broken 
down by market. 

We do not provide this information pursuant to company policy. 

6. List the number and location of offices, or service center for all states being offered in solicitation. 
Additionally, list the names of key contacts at each location with title, address, phone and email address. 

Social Sentinel, Inc. has one office, located in Burlington, VT. 

Key contact: 

Matt Bryne, Director of Sales Operations 

128 Lakeside Ave, Suite 302, Burlington, Vermont 05401 

802-861-1411; mbryne@socialsentinel.com 

7. Please provide contact information for the person(s) who will be responsible for the following areas, 
including resumes. 

a. Sales 

Matt Byrne, Director of Sales Operations 

802-861-1411; mbryne@socialsentinel.com 

Resume available at https://www.linkedin.com/in/matthew-byrne-bb0b5413b/ 

mailto:mbryne@socialsentinel.com
mailto:mbryne@socialsentinel.com
https://www.linkedin.com/in/matthew-byrne-bb0b5413b/


b. Sales Support 

 Ilka Pritchard, Vice President, Client Success 

 800-628-0158; ipritchard@socialsentinel.com  

 Resume available at https://www.linkedin.com/in/ilkapritchard/  

c. Marketing 

 Matthew Martin, Director of Marketing 

 800-628-0158; mmartin@socialsentinel.com  

 Resume available at https://www.linkedin.com/in/mmartinvt/  

d. Financial Reporting 

 Jordan Robare, CPA, MSA, Corporate Controller 

 802-861-1448; jrobare@socialsentinel.com  

 Resume available at https://www.linkedin.com/in/jrobare-cpa-msa/  

e. Executive Support 

 Liz Kleinberg, General Counsel 

 802-861-1380; lkleinberg@socialsentinel.com  

 Resume available at https://www.linkedin.com/in/liz-kleinberg-5272129/  

8. Define your standard terms of payment. 

Payment is required upon delivery of service (service activation date), net 30.  

9. Who is your competition in the marketplace? 

We do not provide this information pursuant to company policy.  

10. Overall annual sales for the last (3) years; 2015, 2016, 2017. 

We do not provide this information pursuant to company policy.  

11. Overall public-sector sales, excluding Federal Government, for last three (3) years; 2015, 2016, 2017. 

We do not provide this information pursuant to company policy. 

12. What is your strategy to increase market share? 

We do not provide this information pursuant to company policy. 

13. What differentiates your company from competitors? 

mailto:ipritchard@socialsentinel.com
https://www.linkedin.com/in/ilkapritchard/
mailto:mmartin@socialsentinel.com
https://www.linkedin.com/in/mmartinvt/
mailto:jrobare@socialsentinel.com
https://www.linkedin.com/in/jrobare-cpa-msa/
mailto:lkleinberg@socialsentinel.com
https://www.linkedin.com/in/liz-kleinberg-5272129/


To the best of our knowledge, we are the first company to be 100% dedicated to providing safety and 
security teams with a social media threat alert service powered by a safety library versus other 
companies’ services that focus on monitoring social media.  

Our service is designed to meet the needs of safety and security officials in both K12 and higher 
education as well as several other safety-related verticals. As of December 31, 2017, the company helps 
our clients protect more than 7 million students, faculty, and community members in districts, campuses 
and communities across 25 states. 

Social Sentinel has experience differentiating between content associated with an imminent issue, 
content that provides situational awareness, and content that is just “noise.” We know of no other 
provider that can satisfy this requirement. 

What makes Social Sentinel unique are our database of over half a million behavioral threat indicator 
combinations and our association features including Local+℠ Lists, which associate information about 
people, events, or infrastructure our clients must protect with the behavioral threat indicators in our 
library.  

When service providers supply a library consisting only of keywords, that approach will generate far too 
many false positives for our clients to manage. Our clients need a provider that knows how to get 
beyond the keywords to provide alerts that are meaningful to them. 

Social Sentinel has a team of computer scientists working with behavioral linguistics experts focusing on 
social media, and that team has developed, and maintains, our Library of Harm℠. Terms are refined 
before they are added to the Library, and we make adjustments to fine tune how the Library performs. 
Further, keywords are paired with actionable threat indicators to get the best results. Finally, we 
associate the behavioral threat indicators in our Library with clients through client-focused Local + lists 
and proprietary algorithms. This combines what we do best (surface threats) with client knowledge and 
expertise to get the most comprehensive set of alert results available. 

Social Sentinel is the only service provider with the following: 

● Our Library of over half a million threat indicators designed to return actionable threats and 
minimize noise. 

● Local+ Lists that give District users the means to combine their local knowledge about the 
people, infrastructure, places and events under our clients’ care with our robust threat library. 

● The ability to go beyond the geofence to help our clients surface needles in the haystack. 
● Contracted licenses and authorized access from major social media companies providing the 

right to (1) access the social media companies’ content for safety and security purposes and (2) 
pass content that triggers a safety and/or security alert to a client-identified resource officer or 
safety team member. 

 

14. Describe the capabilities and functionality of your firm’s online catalog/ordering website. 

Social Sentinel does not have an online ordering website. 

15. Describe your company’s Customer Service Department (hours of operation, number of service 
centers, etc.). 



Our Client Success team provides several levels of support: 

● After implementation, Social Sentinel’s assigned Client Success Manager (CSM) will call the 
client’s assigned Champion regularly (usually monthly) to discuss the Service’s performance and 
to review the account’s configuration, such as reviewing the quantity and quality of Alerts the 
Service has delivered; making sure relevant terms are included and removing terms that are no 
longer relevant; reviewing geofences; reviewing user access levels; and addressing any other 
questions the Champion or other Users may have.  

● The CSM is available to all Users to discuss the Service and will respond to questions and 
requests within 24 hours if possible.  

● Users can reach out via phone or email, and the CSM will respond within a reasonable amount 
of time (within 24 hours if possible).  

● If the CSM is unavailable, another member of the Client Success team will respond. 
16. Provide information regarding whether your firm, either presently or in the past, has been involved in 
any litigation, bankruptcy, or reorganization. 

Social Sentinel has not been involved with any of these. 

17. Detail how your organization plans to market this contract within the first ninety (90) days of the 
award date.  

If awarded the contract, we look forward to working with Region 4 ESC and TCPN to more clearly 
delineate the marketing and sales efforts to be undertaken by each party. We operate in a streamlined 
manner where we focus our efforts on product development and customer support, with a leanly 
staffed marketing team. We would collaborate with Region 4 ESC and TCPN to maximize all of our 
efforts. Based on TCPN’s experience and Region 4 ESC’s knowledge of the potential client base, it would 
make sense for those parties to take the lead on all components of the marketing and sales plan. A 
marketing and sales plan could include the following components, for example, subject to agreement by 
Region 4 ESC, TCPN, and Social Sentinel: 

● A co-branded press release shortly after award 
● Announcement of award through applicable social media sites 
● Direct mail campaigns 
● Co-branded collateral pieces 
● Advertisement of contract in regional or national publications 
● Participation in trade shows 
● Dedicated TCPN and Region 4 ESC internet web-based page and possibly a Social Sentinel 

internet web-based page (please note that our contract with end users will not be published on 
this website) 

 

18. Describe how your company will demonstrate the benefits of this contract to eligible entities if 
awarded. 

We anticipate the development of marketing and sales materials that addresses the benefits of this 
contract (see response to Question 17, above).  

19. Explain how your company plans to market this agreement to existing government customers. 



We anticipate working on this point with Region 4 ESC and TCPN if awarded the contract (see response 
to Question 17, above).  

20. Provide a detailed ninety (90) day plan describing how the contract will be implemented within your 
firm. 

Upon award, we will work with Region 4 ESC and TCPN to develop implementation and training. 

21. Describe how you intend on training your national sales force on the Region 4 ESC agreement. 

Upon award, we will work with Region 4 ESC to develop implementation and training. 

22. Acknowledge that your organization agrees to provide its company logo(s) to Region 4 ESC and 
agrees to provide permission for reproduction of such logo in marketing communications and 
promotions. 

Social Sentinel will provide our company logos and marks to Region 4 ESC for use in accordance with this 
contract and our internal brand guidelines in the event that we are awarded the contract. We will 
provide written permission in advance on a case-by-case basis for reproduction of such logos and marks 
in marketing communications and promotions. 

23. Provide the revenue that your organization anticipates each year for the first three (3) years of this 
agreement. 

We are not permitted to release this information pursuant to company policy. 

24. Describe your company’s implementation and success with existing cooperative purchasing 
programs, if any, and provide the cooperatives’ names, contact persons and contact information as 
references. 

We have entered into vendor partnership agreements with at least seven (7) regional entities, pursuant 
to which we provide our service to organizations affiliated with the regional entities.  For reference 
information, please see Tab 5 - References.  

We were awarded a contract with EPIC 6, and we have contracts with SHI and Insight. 

25. Describe the capacity of your company to report monthly sales through this agreement. 

Social Sentinel will report quarterly sales rather than monthly sales through this agreement.  

26. Describe the capacity of your company to provide management reports, i.e. consolidated billing by 
location, time and attendance reports, etc. for each eligible agency. 

Social Sentinel will be billing individually, not on a consolidated basis. 

27. Please provide any suggested improvements and alternatives for doing business with your company 
that will make this arrangement more cost effective for your company and Participating Public Agencies. 

Social Sentinel respectfully suggests the following improvements and alternatives: 

● The Marketing/Sales components listed on the Company Profile (Appendix F) are extensive and 
lie outside normal operations for our company, and they require further information to address 
in a meaningful way. The provision of additional information regarding marketing and sales 



support to be provided by Region 4 ESC and TCPN, and the way in which the parties will interact 
to address these components as effectively as possible, would be helpful.  

● The RFP language could be clearer on what TCPN’s roles and responsibilities are, if any, once the 
project starts.  

● If Social Sentinel enters into a partnership through this RFP, we may have further suggestions for 
improvements from an administrative standpoint after executing several contracts through this 
mechanism. 

 

28. Please provide your company’s environmental policy and/or green initiative. 

The following statement is from Social Sentinel’s Employee Handbook: 

CORPORATE SOCIAL RESPONSIBILITY 
 
At Social Sentinel, we are aware of and embrace our responsibilities not only to our Company but also to 
our employees, our communities, and our environment. We strive to conduct all aspects of our business 
with integrity. Our approach to Corporate Social Responsibility (CSR) reflects our commitment to our 
business, employees, and communities as we strive to combine Company goals with community 
objectives and environmental awareness.  
 
Additionally, our offices are located in the Innovation Center of Vermont, an ENERGY STAR Certified 
Office building rated in the top 7% of all office buildings in the United States for environmentally-friendly 
office space. 
 

29. Provide a copy of all current licenses, registrations and certifications issued by federal, state and local 
agencies, and any other licenses, registrations or certifications from any other governmental entity with 
jurisdiction, allowing Offeror to perform the covered services including, but not limited to licenses, 
registrations or certifications.  

Social Sentinel is registered to do business in the following states: 

● Delaware (domestic corporation) 
● Vermont (foreign corporation; principal place of business) 
● Texas (foreign corporation) 
● New York (foreign corporation) 
● Florida (foreign corporation) 
● Kentucky (foreign corporation) 
● California (foreign corporation) 
● Massachusetts (foreign corporation) 
● Pennsylvania (foreign corporation) 
● New Jersey (certificate of authority, foreign corporation) 

 

 



Tab 4 – Product/Services Specification (Appendix B) 
 

1. Overview of your system/platform. 

Social Sentinel can demonstrate proficiency in the issues that impact school, college and university 
districts, and we have experience differentiating between content associated with an imminent issue, 
content that provides situational awareness, and content that is just “noise.” We know of no other 
provider that can satisfy this requirement. 

What makes Social Sentinel unique are our database of 450,000 behavioral threat indicator 
combinations and our association features including Local+℠ Lists, which associate information about 
people, events, or infrastructure Region 4 ESC must protect with the behavioral threat indicators in our 
library.  

When service providers supply a library consisting only of keywords, that approach will generate far too 
many false positives for a client to manage. A client needs a provider that knows how to get beyond the 
keywords to provide alerts that are meaningful to the client. 

Social Sentinel has a team of computer scientists working with behavioral linguistics experts focusing on 
social media, and that team has developed, and maintains, our Sentinel Search℠ Library. Terms are 
refined before they are added to the Library, and we make adjustments to fine tune how the Library 
performs. Further, keywords are paired with actionable threat indicators to get the best results. Finally, 
we associate the behavioral threat indicators in our Library with a client through client-focused Local + 
lists and proprietary algorithms. This combines what we do best (surface threats) with a client’s 
knowledge and expertise to get the most comprehensive set of alert results available. 

We note that the RFP requires a solution that “allows agencies to monitor” social media (p. 25). By 
careful design, the Social Sentinel® service focuses on providing our clients with alerts to threats that are 
shared on publicly available social media, and we purposefully do not provide social media monitoring. 
Our mission is to help clients keep people safe while preserving individuals’ constitutional rights to free 
expression and association. We are committed to respecting the terms of use of the social media 
providers with which we work, both because of our agreements with those providers and because of 
our respect for the rights of persons using those social media services. We continually strive to strike a 
balance between safety/security concerns and individual rights.  

2. Implementation process overview. 

Assignment of Client Success Manager: As soon as a client signs a contract with Social Sentinel, a 
dedicated Client Success Manager (CSM) is assigned to the client for the entirety of their relationship 
with Social Sentinel. By building a strong, personal relationship with each client, the CSM is able to 
learn the unique safety and security challenges our clients face and guide them through the onboarding 
process and ongoing use of our service to meet those challenges. 

Creation of Client Account: Within 48 hours of receipt of the signed contract with Social Sentinel, the 
CSM creates the new client’s account and pre-populates it with information including likely assets the 
client will want to protect, and initial geo-locations if known (all school sites for the K-12 district, for 



example). The CSM also will add the individual who signed the contract or his/her designated point of 
contact as a user in that account and create login credentials for that user. During that time, the CSM 
also sends a welcome email to the client and makes a welcome phone call. Once a user is setup in the 
system, a separate email to set the password is generated and sent to the client. 

3. Listing of any additional hardware, software, etc. required. 

No additional hardware or software is required to utilize our service. 

4. Browser compatibilities. 

Our software is compatible with Chrome, Firefox, and Safari (the latest 2 versions of each). 

5. Listings of all social media systems monitored. 

The service searches posts from different public social media sources, which may vary from time to time 
(see below), including WordPress, Vimeo, YouTube, Meetup, Tumblr, Twitter, Instagram, Google+, Flickr, 
Facebook Public Pages, and 4Chan. 

We note that the RFP requires a solution that “allows agencies to monitor all social media platforms for 
potential threats with a high degree of accuracy” (p. 25). Our service does not include “all social media 
platforms currently available” for several reasons. First, we provide alerts to posts shared publicly; if a 
particular social media platform does not provide for public posting, we do not access that data. Second, 
social media companies have proven to be extremely selective regarding with whom they work and the 
access they allow for safety and security access purposes, as there is the potential that the end 
user/recipient of the alert (e.g., a risk mitigation official, a police officer) may take action against the 
content author in a manner that may impact the author’s constitutionally protected rights. The ACLU 
tracks this issue closely. The few threat alert companies and the more traditional social media 
monitoring companies who do have explicit licenses must pass rigid use case review processes and 
submit to ongoing vetting. We caution that there are some social media monitoring companies that 
operate without this license. They use licenses approved for other purposes or they “scrape” data to 
control costs and subvert this license altogether. In the process, they are violating social media 
companies’ Terms of Use and subjecting their company to loss of access to data, and, in some cases, 
criminal and/or civil action. Social Sentinel has been approved by all of its social media partners who 
require such access approval to alert safety officials of potential safety or security concerns. 

6. Alert delivery methods. 

Should an alert contain a term in our Library and be associated with your organization, the alert will be 
delivered via each user’s preferred mode of communication (e.g., MMS, SMS, PDF, email, system login). 
The user then will be able to click from the alert directly to the original content as posted on the social 
media application/blog/web page so that the user can evaluate the threat in context. 

The process of identifying a threat and alerting your users looks like this: 

 



 

 

Depending on the method chosen for notification, an alert will look similar to this1: 

 

Action icons on the alert allow users to save, download, share, delete, view on a map (if the author of 
the post included geotags with their post), block the social media user, or get additional details about 
the post, including how the match was made. Users also may click to translate a post if the content 
warrants. 

                                                           
1 Please note that any alerts included in this RFP response have been redacted and modified to protect the privacy of the 
original content poster as well as to ensure compliance with some social media companies’ terms and conditions. 



 

 

 

 

 

 

 

 

 

The look of the alert will differ depending on the notification method each user decides the user wants 
to use as a default (e.g., MMS, SMS, PDF report, email, the Social Sentinel interface). For instance, if a 
user elects to be notified via SMS when an alert is issued, the user will click on a link to view the post via 
a browser so that the alert will look very similar to the actual post made from the social media service 
from which it originated (including the text, image/video, if included in the post, user profile 
information, etc.), which is an important part of the threat assessment process. 

7. Reporting capabilities. 

The Social Sentinel service provides the following regular status reports to clients: 

● In our service, a report dashboard is available that shows graphs of associated social media 
posts and associated social media Alerts on a daily basis. 

● We prepare an Annual Account Summary for our client summarizing the number of social media 
posts and Alerts over the course of the year, any reasons for Alert activity, and opportunities for 
the client looking forward. 

● Our CSM has regular check-in calls with the client, normally on a monthly basis, to review 
activity on the account and address any questions. 

● Our Client Success team is available to provide additional support as needed. 
 

8. Archival abilities of alerts. 

Action icons on the alert allow users to save, download, share, delete, view on a map (if the author of 
the post included geotags with their post), block the social media user, or get additional details about 
the post, including how the match was made. 

9. Licensing requirements and ongoing maintenance. 

Whenever we deploy code to production (at least once in a two week period), we upgrade all packages 
to the newest stable versions. We conduct major upgrades as needed.  

10. Search library and overview of agency specific search criteria. 

Social Sentinel is the only service provider with the following: 



● Our Library of over half a million behavioral threat indicators designed to return actionable 
threats and minimize noise. 

● Local+ Lists that give clients the means to combine their local knowledge about the people, 
infrastructure, places and events under the client’s care with our robust threat library. 

● The ability to go beyond the geofence to help the client surface needles in the haystack. 
● Contracted licenses and authorized access from major social media companies providing the 

right to (1) access the social media companies’ content for safety and security purposes and (2) 
pass content that triggers a safety and/or security alert to a client-identified resource officer or 
safety team member. 

 
11. Geofencing abilities of products and services. 

Social Sentinel accesses approximately 1 billion social media posts daily pursuant to contracted licenses 
with and authorized access from social media companies that provide publicly available social media 
platforms.  

We assess these posts using both our Sentinel Search Library and our methods of making associations. 
We make associations with users’ Local+ Lists to identify threatening language. We augment this process 
with our RMap matching algorithms to deliver localized alerts to users in near real-time. 

12. Qualifications of developing team creating search tools. 

Our Vice President, Product is Crystal Gallo, whose resume is available at 
https://www.linkedin.com/in/crystal-gallo/.  

13. Secure access with levels of responsivities. 

A client may assign Users to have the following types of access to the service: 

1.      Champion. This person is the staff member responsible for oversight of the client’s use 
of the service. This role is the primary liaison with the Social Sentinel team and will work directly 
with the assigned CSM on strategic rollout and ongoing use of the service by the client.  

2.      Super User. One staff member (an information technology staff member, if possible) 
should be designated as a Super User to maintain user accounts and manage the client’s use of 
the service. 

3.      User(s). Two or more staff members should be designated as Users to receive alerts and 
monitor threats or risks received via alerts as well as to monitor the service during special 
events. 

14. Help desk/support and customer service hours. 

After implementation, Social Sentinel’s assigned Client Success Manager (CSM) will call the client’s 
assigned Champion regularly (usually monthly) to discuss the Service’s performance and to review the 
account’s configuration, such as reviewing the quantity and quality of Alerts the Service has delivered; 
making sure relevant terms are included and removing terms that are no longer relevant; reviewing 
geofences; reviewing user access levels; and addressing any other questions the Champion or other 
Users may have. The CSM is available to all Users to discuss the Service and will respond to questions 
and requests within 24 hours if possible. The CSM is available to all Users to discuss the Service. Users 

https://www.linkedin.com/in/crystal-gallo/


can reach out via phone or email, and the CSM will respond within a reasonable amount of time (within 
24 hours if possible). If the CSM is unavailable, another member of the Client Success team will respond. 

15. Onboarding/implementation plan. 

Onboarding Process: During the onboarding process, the CSM and the client will work together to 
complete the following items: 

1. Identify Social Sentinel Champion/Account Administrator 
2. Select relevant Sentinel Search Library topics 
3. Create and verify locations 
4. Set initial notifications preferences 
5. Incorporate Local+™ intelligence 
6. Add users and assign permissions and notifications 
7. Complete user training session 
8. Notify the community (if appropriate as determined by the client) 

 
Kick-off meetings with new clients typically are scheduled within a week of contract execution, at 
the client’s convenience. The kick-off meeting most often is conducted via Web-Ex in order to be 
able to share information via audio connection and shared screens. The primary goals of the kick-off 
call are to gather the minimum set of information required for the service to begin searching for 
alerts for that client and to review additional information that can enhance results. During the kick-
off call, the CSM will review best practice for implementation and go over the basic features of the 
service. The CSM will also answer any questions the clients may have so that the client feels 
comfortable interacting with all aspects of the service and alerts. Lastly, the CSM will identify the 
proper account contact, or account “Champion.” 

The CSM asks about the client’s safety concerns, reviews the available Sentinel Search Library to 
ensure it is set up to address those concerns, and recommends library best practices based on the 
clients’ vertical, geography, and demographics.  

The client will then review the assets and locations that the CSM built in the account prior to the kick-
off meeting. The CSM will ask about any additional locations the client may want to secure. Locations 
will be verified, modified, and added during the call. In addition, the client has the option of revisiting 
their locations and making and edits or changes later on. 

The CSM also will ask the client if he or she prefers to receive alert notifications via near real time text 
message, email, or daily PDF reports. The CSM will suggest best practices based on the client’s usual 
workflow and habits.  

Service Begins Searching: Once this minimum set of information has been gathered during the kick-off, 
the service can begin searching on behalf of the client. At the end of the kick-off call, onboarding items 
1-4 are complete. Before finishing the meeting or call, the CSM will go over the remaining pieces of 
information that the client has to gather in order to complete onboarding; adding Local+ intelligence to 
their account (item 5), and creating additional users (item 6). While on the phone or in their meeting, 
the client and the CSM will schedule a time for a check-in call to discuss progress on Items 5-8 and will 
also schedule a time for a customized training session for all account users (item 7). 

 



16. Training plan. 

Training occurs as described in #15 above as part of the Onboarding process. 
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Pricing

Student Count
Service Fee 

per Student

Data Fee per 

Student
Total Fees per Student

<1,000 4.85$            0.15$            5.00$                                     

1,000-4,999 2.80$            0.20$            3.00$                                     

5,000-49,999 1.50$            0.25$            1.75$                                     

50,000-74,999 1.30$            0.30$            1.60$                                     

75,000+ 1.15$            0.35$            1.50$                                     

The above pricing could be subject to further discounts depending on the size, strategic value and timing of a districts decision.

Service Fees

We offer an all inclusive software as a service based model which includes unlimited technical support, training, implementation, etc.

Data Usage Fees

“Service Fees” means the fees for Social Sentinel’s provision of the Service to Client (and, collectively, with the Data Usage Fees, the “Fees”). 

Data Usage Fees. Client acknowledges and understands that the Data Usage Fees outlined in the Order Form represent Social Sentinel’s 

good faith effort at the time the Order Form is executed to estimate, on an annual basis, variable fees that can be known for certain only at 

a future date. Once actual Data Usage Fees are ascertainable for a current Annual Period, or Social Sentinel has a good faith belief that any 

Data Usage Fees for any given future Annual Period need adjustment, Social Sentinel may, in its sole discretion, adjust such Data Usage Fees 

by providing Client with written notice (which notice may be by email or through the Service) as follows: (a) Should the adjustment be made 

to a current Annual Period, Social Sentinel may invoice Client for, and Client shall pay as outlined in this Section 3, the difference in cost 

between the original Data Usage Fee amount and the actual Data Usage Fee amount. (b) Should an adjustment be made to a future Annual 

Period, Social Sentinel may modify the Data Usage Fee for such Annual Period and the updated Data Usage Fee will be binding upon Client. 

Data Usage Fees reflect third party costs, but Social Sentinel will make commercially reasonable efforts to limit any increase in Data Usage 

Fees to no more than 10%. Notwithstanding (a) and (b), above, for any increases to Data Usage Fees, Client has the right, in its sole 

discretion, to terminate this Agreement within thirty (30) days of receipt of the notice of increase by Social Sentinel. 



Tab 7 – Value Add (Appendix G) 
 

Helping safety and security officials better protect their communities by alerting officials to threats 
shared publicly on social media in near real time is the focus of the company. Social Sentinel, Inc. is 
100% dedicated to working with safety and security teams. We do not offer additional products or 
services to include in this solicitation. 

 





























Social Sentinel does intend to do business in New Jersey. Upon award of a 

DOC #9 contract, we will execute documents 9 - 15 right away.

OWNERSHIP DISCLOSURE FORM 

(N.J.S. 52:25-24.2) 

Pursuant to the requirements of P. L. 1999, Chapter 440 effective April 17, 2000 (Local 
Public Contracts Law), the Offeror shall complete the form attached to these specifications 
listing the persons owning 10 percent ( 10%) or more of the firm presenting the proposal. 

Company Name: __________________ _ 

Street: 

City, State, Zip Code: 
-----------------

Complete as appropriate: 

I _________________ , certify that I am the sole owner of 
________________ , that there are no partners and the business 
is not incorporated, and the provisions of N.J.S. 52:25-24.2 do not apply. 

OR: 
I _______________ , a partner in ___________ _ 
do hereby certify that the following is a list of all individual partners who own a 10% or 
greater interest therein. I further certify that if one (1) or more of the partners is itself a 
corporation or partnership, there is also set forth the names and addresses of the 
stockholders holding 10% or more of that corporation's stock or the individual partners 
owning 10% or greater interest in that partnership. 

OR: 
I _________________ , an authorized representative of 
__________ , a corporation, do hereby certify that the following is a list of 
the names and addresses of all stockholders in the corporation who own 10% or more of 
its stock of any class. I further certify that if one (1) or more of such stockholders is itself a 
corporation or partnership, that there is also set forth the names and addresses of the 
stockholders holding 10% or more of the corporation's stock or the individual partners 
owning a 10% or greater interest in that partnership. 

(Note: If there are no partners or stockholders owning 10% or more interest, indicate 
none. 

Name Address Interest 

I further certify that the statements and information contained herein, are complete and 
correct to the best of my knowledge and belief 

Date Authorized 
DOC #10 

Page 49 of70 

Signature and Title 
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